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Commercial boards and senior government officials may be 
the only groups capable of kick-starting this new and abso-
lutely necessary direction in the evolution of cybersecurity. 
The network defenders that you have hired to defend your 
electronic assets are locked into a set of best practices 
developed over 20 years that make it almost impossible to 
veer away on a radically new path, a sound and exceptional 
path, but a path that goes against everything they have 
learned in their careers. In order to understand why this is a 
board issue, it is important to understand why commercial 
industry and government operations are at this critical 
intersection between best practices and new ideas. 

This paper describes Defense-in-Depth and why it is a failed 
model. It also describes how network defenders adopted 
the Cyber Kill Chain model as a replacement but have not 
implemented it well. Finally, it describes a much better 
way to implement the Cyber Kill Chain model: the security 
platform. The security platform automates enterprise 
security orchestration from a single vendor with some key 
and essential trusted vendor partners. It effectively reduces 
complexity in extremely entangled environments, reduces 
vendor assessments that are consuming your network 
defender staff, and changes a tedious and manual process 
of converting indicators of compromise into prevention and 
detection controls into an efficient and automatic process. 

Because of these things, the single vendor model signifi-
cantly reduces the total cost of ownership (TCO) in your 
material risk mitigation efforts. The reason board influence 
is needed is that the idea of using a single vendor to 
do most of your security is anathema to many network 
defenders. In order for the idea not to be rejected at 

inception, board members and senior government leaders 
can facilitate a serious conversation with their CSO/CIO/
CTO about the pros and cons of this radical idea.

THE STATE OF ENTERPRISE CYBER DEFENSE
In order to understand the current state of cyber defense, 
it is useful to first understand how commercial and govern-
ment organizations got here. When companies began to 
leverage the internet for business purposes back in the 
1990s, it quickly became apparent that cyber criminals and 
cyber spies could also use these new electronic market-
places for their own illicit activities. Business leaders started 
hiring network defenders to protect their digital assets. The 
cybersecurity best practice that emerged was something 
called Defense-in-Depth. [1] [2] The idea was that network 
defenders would deploy multiple prevention and detection 
controls within their networks and hope that one or more 
of them would prevent successful cyberattacks. Typically, 
organizations would at least deploy a firewall, an intrusion 
prevention system and an antivirus system. Some organiza-
tions would deploy many more controls. 

With Defense-in-Depth, network defenders hoped that 
the firewall would stop most attacks. If it didn’t, then they 
hoped that the intrusion prevention system would. If that 
failed, they hoped that the antivirus system would. Some 
organizations would deploy multiple versions of the same 
control from multiple security vendors. In other words, they 
might deploy an intrusion prevention system from vendor 
A and another intrusion prevention system right behind it 
from vendor B; something the network defender commu-
nity jokingly refers to as “Vendor-in-Depth.” 
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Historical Note: 
Who Coined the “Defense-in-Depth” phrase for Cybersecurity?
In 1976, Edward Luttwak published his book, “The Grand Strategy of the Roman Empire from the First Century AD to the Third,” in which he coined the 
phrase “Defense-in-Depth” to describe his controversial theory about the Roman Army’s defensive posture from the first to third century A.D. In 1980, 
leaders from the U.S. Nuclear Regulatory Commission published their guidance on protecting nuclear power plants built before 1979. They advocated 
for a Defense-in-Depth model. Dr. Fred Cohen published the first papers in 1991 and 1992 that used Defense-in-Depth to describe a common cyber-
security model in the network defender industry, but he did not claim that he was the first to use the phrase in that context. [1][2] So, I called him and 
asked. Dr. Cohen said that he was not the first to use it, but he was probably the first to describe it in a paper. [6]
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Initially, the Defense-in-Depth philosophy worked fine, but 
as the cyber adversary began to mature, Defense-in-Depth 
became less and less effective. Network defenders learned 
that the philosophy was too general. It did not have enough 
precision to be effective. Cyber adversaries routinely found 
ways to bypass those controls. But the network defender 
community had no alternatives, and Defense-in-Depth 
remained the dominant security philosophy for 20 years.

During the first Gulf War in 1991, Iraq’s SCUD missiles gave 
the United States Air Force and Navy pilots trouble. The Iraqi 
soldiers were able to fire many of them before the U.S. planes 
could find them and blow them up. [3] After the war, General 
John Jumper changed air combat doctrine by formalizing the 
techniques necessary to compress the time it takes to find 
and kill the enemy. He called it “compressing the kill chain.” 
Instead of hours or days to complete the kill chain, he wanted 
to do it in under 10 minutes. [3] In 2010, researchers at Lock-
heed Martin revolutionized the network defender community 
by adopting the military kill chain model to network defense. 
They called it the Cyber Kill Chain™. [4] 

In order for network defenders to defeat the cyber adver-
sary – to compress the kill chain – they have to: Find them 
in their networks; Fix them in place; Track their behavior; 
Target them with the right prevention control; Engage them 
with that control; and then Assess the control’s effects. The 
military uses the acronym F2T2EA as shorthand for this 
concept. [4] Lockheed Martin described it as a linked chain 
because the network defender has to accomplish every 
step in the F2T2EA system, or it completely falls apart. In 
order to do that, network defenders had to exactly under-
stand how cyber adversaries moved through their victims’ 
networks. It turns out, according to the Lockheed Martin 
research team, regardless of what hacker tools the cyber 
adversaries use or what motivates them to attack their 
victims in the first place, the hackers have to successfully 
complete the same seven tasks to accomplish their mission.

The Lockheed Martin research suggested that, now that 
the network defenders understood how cyber adversaries 
move through a victim’s network, they could apply the 
principles of F2T2EA at each phase. In other words, 
network defenders needed to deploy prevention and 
detection controls at each link in the Cyber Kill Chain. 
This was a radical and disruptive idea presented at exactly 
the right time. Defense-in-Depth hadn’t really worked in 
over a decade anyway, and this was calling for network 
defenders to be much more precise and complete with how 
they should deploy their security controls. They could no 
longer rely on the generic layers of defense they got with 
the Defense-in-Depth model. What they needed was the 
precision they got with the Cyber Kill Chain model. 

The security vendor community responded in kind. They 
came out of the woodwork to build a cornucopia of 
innovative tools and controls designed specifically for every 
link in the Cyber Kill Chain. Pundits in industry call them 
“point products.” Network defenders bought a ton of them. 
The result is that most medium- to large-scale organizations 
routinely deploy 10-15 point products in their environ-
ments from different vendors to cover the entire Cyber Kill 
Chain. Other smaller organizations usually do not have the 
resources to deploy that many tools. They typically fall back 
on the Defense-in-Depth model, if they pursue a model 
at all. Still, six years after Lockheed Martin researchers 
published their paper, the network defender community 
has adopted the Cyber Kill Chain model as the best practice 
even if they do not have the resources to fully implement it 
in their own networks. But there are problems.

The Lockheed Martin Cyber Kill Chain [4]
1 Recon their target for potential weaknesses.

2 Build a tool that will leverage those newfound 
weaknesses.

3 Deliver that tool to some endpoint on the target’s 
network.

4 Use that now-delivered tool to compromise the 
endpoint and establish a beachhead for future 
operations.

5 Install a back door on the beachhead that will allow 
the cyber adversaries to return whenever they like to 
maintain persistence within the victim’s network.

6 Establish a command-and-control channel that will 
allow the adversaries to fully control the beachhead 
and deliver more tools that will help complete the 
mission.

7 Take the actions to complete their mission. Since 
they are inside the victim’s network now, the cyber 
adversaries can search for the information they 
came to steal, collect it, and exfiltrate it using the 
already established command-and-control channel.

Historical Note: 
Limitations to the “Lockheed Martin Cyber Kill Chain” Name
The researchers at Lockheed Martin invented the phrase “Cyber Kill Chain” when they published their paper called “Intelligence-Driven Computer 
 Network Defense Informed by Analysis of Adversary Campaigns and Intrusion Kill Chains.” [4] Sometime after, the company leadership decided to 
 copyright the phrase. [9] The impact of that copyright decision made it impossible for security vendors to use the phrase in any of their marketing 
 materials. Consequently, every security vendor has a different name for the same concept, thus causing massive confusion in the security.
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PROBLEMS WITH ORCHESTRATION OF THE CYBER  
KILL CHAIN 
The Cyber Kill Chain has revolutionized the way network 
defenders think about securing the enterprise. The model  
is sound, but many struggle with the management of  
the system. 

Too Many Tools to Manage
At least in the Defense-in-Depth model, network defenders only 
had to manage three or four controls. That was doable. With the 
Cyber Kill Chain model, they now had to manage three times 
that many tools. And the dirty secret in the security vendor 
space is that the vendors have pushed the responsibility to 
maintain that set of deployed point products, and the responsi-
bility to orchestrate the data coming off those point products, 
to the network defender. What the network defenders did 
not realize back in 2010 was that they would end up buying 
point products four times. They have to buy the point product. 
Next they have to buy a person who can maintain the point 
product. Then they have to buy a person who understands the 
data coming out of the point product. Finally, they need to buy 
somebody who can stitch the data from all of their point prod-
ucts into something coherent in order to complete the F2T2EA 
system. This is hard to do, time-consuming and expensive. The 
result is that many of the deployed tools are poorly maintained, 
never fully up to date on the latest security intelligence, and the 
coherent adversary picture that was supposed to materialize 
with the F2T2EA system is rarely accomplished.

Too Much Complexity for Security
Besides the Cyber Kill Chain and Defense-in-Depth models, 
there is another network defender best practice. It is 
the idea that complexity is the worst enemy of security. 
[5] Unfortunately, with the explosion of point products 
deployed across the enterprise in the Cyber Kill Chain model, 
the security architecture for the enterprise exponentially got 
more complicated. If deployed correctly, the Cyber Kill Chain 
model gives network defenders more visibility into what 
is going on within their networks and multiple chances to 
prevent the success of the cyber adversary. But it also intro-
duces a high degree of complexity within the environment, 
and hackers love complexity. The more complex it is, the 
easier it is for network defenders to make a mistake in the 
deployment. Leveraging those mistakes is what hackers do. 

Too Much Wasted Time
Followers of the Cyber Kill Chain model have found them-
selves within an infinite loop of security vendor assessment. 
Many believe that they not only need to deploy security 
controls at every link in the Cyber Kill Chain but also the 
best-of-breed for that class of controls. To accomplish 
this, they arrange head-to-head competitions for every 
point product class that they own or plan to add to their 
Cyber Kill Chain architecture. These can take months 
to orchestrate. Buy decisions are usually made on the 

technical merits, regarding the speed of the point product 
on the network or whether or not the point product has 
the latest innovation. This was fine when they only had 
three or four tools deployed in their networks with the 
Defense-in-Depth model. Lifecycles of security products 
typically range between two and five years. This works out 
to be roughly one vendor assessment per year. But with the 
Cyber Kill Chain model, network defenders now have 10-15 
controls deployed in their networks. Instead of maintaining 
and orchestrating what they already have deployed, they 
are continuously spending resources evaluating up to four 
security point products a year. This puts them on a contin-
uous cycle of assessing vendor point products, forklifting the 
losing vendors out of their environments and the winning 
point products in to replace them. Instead of managing their 
existing security infrastructure, they are spending a lot of 
time managing the churn. This is wasted time.

Too Inefficient Crossing the Last Mile
Even with 10-15 point products deployed across the 
enterprise, that is still not enough for network defenders 
to prevent cyber adversaries from being successful in their 
attack campaigns. The thing that drives these security 
controls is intelligence. As cyber adversaries crawl through 
victims’ networks, they leave clues in their wake. The 
industry calls these clues indicators of compromise. Security 
vendors and white hat researchers are in a continuous state of 
seeking new indicators of compromise. Once found, security 
vendors convert them into prevention and detection controls 
that they deploy to their customers in the field. The trick then 
for network defenders is to get these new controls installed 
in their deployed toolset down the Cyber Kill Chain as quickly 
as possible. This is called crossing the last mile. In other words, 
crossing the last mile is the process of finding new indicators 
of compromise, converting them to prevention and detection 
controls, and then deploying those controls to an already 
installed system in the environment. Security vendors do 
this for their products fairly well, but when a new indicator 
of compromise indicates that controls should be deployed 
across multiple products not owned by a single vendor, 
or when independent white hat researchers discover new 
indicators of compromise on their own, that is when things 
slow down. In certain situations, it may take days, weeks or 
even months to get the right security controls deployed into 
the F2T2EA environment. And if the network defender has 
more than a handful of tools deployed across the enterprise, 
keeping track of the status of each tool, and whether or not 
that tool has the most updated controls deployed for the 
latest intelligence, is a nightmare.

THE SOLUTION – AUTOMATIC ORCHESTRATION 
THROUGH A SECURITY PLATFORM
In the last three years, an innovation has emerged from the 
security vendor community that addresses these problems. 
The security vendor community calls it the “security plat-
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form.” It is an end-to-end system-of-systems where the 
deployment of security controls down the Cyber Kill Chain to 
establish the F2T2EA framework is accomplished from one 
security product built by one vendor. The platform contains 
most of the tools that network defenders have previously 
deployed separately from multiple vendors and manages the 
deployment of prevention and detection controls to every 
possible link in the Cyber Kill Chain automatically. Advanced 
platforms even automatically orchestrate the last mile by 
discovering new indicators of compromise on their own and 
deploying new prevention controls to counter them. Some 
innovative security platform vendors have even banded 
together to share threat intelligence to accommodate the 
discoveries of independent white hat researchers. 

It is true that most of these new vendor platforms do not 
contain all of the tools that network defenders might need. 
To accommodate that, the vendors themselves have reached 
out to each other to establish unified partnership agree-
ments to fill the holes in their proprietary systems. These 
partnership agreements tightly integrate by exchanging 
intelligence and making it easier for the network defender 
to orchestrate both products in tandem into their F2T2EA 
framework. 

All of these innovations add up to mutual benefits for the 
network defender.

Complexity Reduction
The simple solution that has emerged for the math problem 
is that adopting a platform approach reduces the number of 
deployed products that network defenders have to manage 
from 10-15 down to a handful: the platform itself and the 
partners associated with the platform. But even with the 
partner products, they are so tightly integrated that they 
are much more easily managed compared to the old way 
of managing them separately as deployed best-of-breed 
solutions. This reduction in the number of independently 
deployed systems greatly simplifies the design, deployment 
and operation of the F2T2EA framework and greatly reduces 
the attack surface that cyber adversaries can leverage. 
For buy decisions in the cybersecurity world, always pick 
simplicity over complexity. 

The simplicity that the security platform offers also has 
another benefit: more efficient utilization. Because the 
independently deployed point products are so hard to 
manage, it is likely that network defenders rarely get them 
fully configured to their maximum potential. With a single 
vendor solution, network defenders will be able to get closer 
to that maximum potential. 

Completing the Last Mile Is More Efficient
Simplifying the orchestration of the last mile problem is no 
minor feature. It is the thing that drives the entire F2T2EA 
framework. Converting indicators of compromise into 
prevention controls is important, but deploying those new 

controls to existing systems is the gas that fuels the entire 
operation. Without an efficient way to do that, cyber adver-
saries will continue to run circles around their victim networks 
because the responsible network defenders will be unable to 
move fast enough to counter them. Automatic orchestration is 
the key to crossing the last mile with any speed.

Potential Buying Leverage for a Single Vendor Solution
Choosing a single vendor with strong partner ties is counter 
to everything the network defender has been doing for the 
past 20 years. But once that decision is made, organizations 
can leverage that decision to simplify the buying process. 
Organizations can now get their security staff off of the 
security vendor assessment treadmill. They no longer have to 
assess a class of security products every two or three years. 
Since they have decided on a one-vendor approach, they 
have, by default, chosen that vendor as a trusted partner. 
Instead of buying new point products every three years, 
network defenders can look for longer contract times and 
get better deals. For example, if an organization commits to 
a specific platform vendor for five years, instead of three, 
sales people are willing to give substantial discounts for a 
guarantee of a long-term relationship. Further, since the 
relationship is now trusted, partners and resellers are willing 
to bend over backward to accommodate specific asks. 

For example, a CISO of a very large American insurance 
company was able to negotiate a lease for the security 
 platform’s hardware. He did not want to own any of it 
because, in his company, capex was a drain on the financial 
statement. By leveraging his trusted partner status to get a 
lease of the equipment, his entire purchase became opex, 
which was much more acceptable. [6]

CONCLUSION
The cybersecurity community has gone through a massive 
evolution of best practices in a short amount of time. From 
the beginnings of internet business to today, we have moved 
quickly through the Defense-in-Depth model, the Cyber Kill 
Chain model, and manual orchestration of every security 
control down the Cyber Kill Chain. The community believes 
that the Cyber Kill Chain model is the right approach, but the 
current implementations of it leave a lot to be desired. It is 
not that the model is wrong. It is the way we have deployed 
it that causes the issues. Current implementations add 
complexity to an already complex environment, waste our 
network defender assets by having them on a continuous 
vendor assessment treadmill, and exponentially add difficulty 
to the task of crossing the last mile. The innovative solution 
that has emerged to solve these issues is the security 
platform. It effectively reduces complexity, reduces vendor 
assessments, and automatically crosses the last mile for the 
network defender. Essentially, it automates the orchestration 
of the Find, Fix, Track, Target, Engage and Assess (F2T2EA) 
framework that network defenders have adopted for their 
electronic environments. Change is required, but because 
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it is hard to veer away from standard best practices that 
have defined the network defender’s career for the past 20 
years, it may be prudent for the board to get involved in the 
conversation. The security platform from one vendor and 
associated, tightly integrated partners is a radically different 
approach from the common vendor-in-depth approach. 
Network defenders may eventually come around to it, but if 
board leadership would like to get there sooner, then it may 
want to get involved in the discussion.
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THIS IS WHAT THE BOARD CAN DO
Change is hard. Even when almost everybody in the 
room agrees that a change is required, people resist 
it. It is tough for network defenders to go against best 
practices that have been defining their career for over 
20 years, such as Defense-in-Depth or deploying best-
of-breed point products down the Cyber Kill Chain. 
But a change in thinking is required here. The F2T2EA 
framework and the Cyber Kill Chain model provide 
absolutely the right theory for how organizations 
could regularly defeat cyber adversaries attacking their 
networks. But our first attempts at orchestrating those 
concepts in the real world have not really worked that 
well for most network defenders. In order to reduce 
the number of security tools deployed in your orga-
nization’s networks, and to reduce the architectural 
complexity that makes it easier for hackers to leverage 
your organization’s security weaknesses, as well as 
to redirect company resources away from an endless 
cycle of security vendor assessments, board members 
should have a serious conversation with their CIO/
CSO/CTO about the benefits of adopting a security 
vendor platform in order to accomplish efficient 
orchestration. The network defenders in the organiza-
tion may eventually come around to the idea, but if the 
board would like to expedite the process, its members 
may want to influence the decision from the top down.
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