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Just about every C-level executive or board member at 
an organization larger than a lemonade stand is looking to 
adopt the public cloud for application deployment. You can’t 
read a business magazine or scan your favorite social media 
site without running into an argument for a brand-name 
public cloud service.

There are many good reasons to consider the public cloud 
for deploying and delivering IT services – and not just 
tactical applications, such as those needed for marketing, 
productivity suites and DevOps. More tier-1 applications, 
such as those needed for financial, healthcare, compliance 
and business continuity are being deployed in the public 
cloud. As a result, public cloud adoption is surging, as are 
the associated revenues: According to International Data 
Corporation (IDC), worldwide public cloud revenues will 
exceed $195 billion by 2020, more than double the market 
size in 2015. 

As more and more executives are realizing, the public cloud 
offers unparalleled agility benefits, allowing companies to 
go from idea to implementation dramatically faster than 
ever. Agility, digital modernization and instant scalability 
are often the primary engines for public cloud adoption 
growth. Not surprisingly, the decision to adopt public cloud 
services for many business initiatives is no longer the sole 
purview of the CIO. In fact, research from IDC indicates 
that 41 percent of CEOs are major decision-makers in the 
determination to adopt public cloud, with a nod to the 
growing role board members now play in that decision. 

But there is an 800-pound gorilla in the room: security. 
Risk mitigation is a natural, inexorable driving force for 
many business decisions, and IT security risks are at or 
near the very top of risk factors. Just ask board members 
and corner-office executives at any organization that has 
suffered an expensive and headlines-grabbing breach. 

First and foremost, it is important to understand who 
is responsible for the security of your data in the public 
cloud. This general maxim holds true across all public cloud 
providers: The provider is responsible for security of the 

cloud infrastructure, while you, the customer, are respon-
sible for security of your applications and data in the cloud. 
The buck for securing anything you put in the cloud still 
stops with you.

This means the public cloud provider is offering infrastruc-
ture and platforms on which your IT team can build systems 
and applications. You can think of the infrastructure or 
platform as a set of services available from the provider. The 
provider ensures the infrastructure on which those services 
operate is available and protected, from a physical perspec-
tive. Additionally, the provider is responsible for regularly 
patching its services.

Now, there’s a wrong way and a right way for executives 
to address this application and data security dilemma. The 
wrong way is to run out and buy a lot of disparate point 
products for different security threats – malware, ransom-
ware, zero-day attacks, event monitoring, spearphishing, 
social engineering and more. Although it may feel like you 
are responding to dangerous threats, all your organization is 
likely doing is adding operational complexity by introducing 
more to manage. In the end, you may end up with the oppo-
site result, overwhelming your security team and thereby 
weakening your security posture.

The right way to do it is to take the security framework, poli-
cies and practices your CIO and cybersecurity experts put in 
place to safeguard your on-premise infrastructure and data 
center-based applications and extend them to the public 
cloud. Your IT leaders have likely created good security 
bulwarks for threats to your physical data centers and data 
sources, and the smart call is to extend those protections to 
your public cloud-based assets. 

You don’t need to know the technical aspects of how your 
CIO is going to protect your organization’s applications and 
data. But since you do care – deeply – about safeguarding 
everything from customer data to intellectual property, 
you want to be confident that your teams responsible for 
ensuring secure delivery of public cloud services have all the 
answers.
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If your CIO has been planning ahead, your organization 
probably at least has a plan for secure collaboration with 
public cloud service providers on the critical infrastructure 
components of servers, storage and networks. And if the CIO 
has been thinking strategically, you should already have a 
comprehensive, tightly integrated security framework for your 
enterprise’s applications and data.

If so, this will make your journey to – and through – the public 
cloud ecosystem more secure and more successful. 

If not, you’d better ask your CIO, “Why not?”

So, what are the questions?

1 Can we secure our public cloud assets? Remember: Attackers don’t care where their target is located; their intent is 
to execute their end goal, be it in the public cloud or elsewhere. Also, remember that the shared security model 
states you are responsible for protecting your apps and data. So, just as you may have secured your network and 
data center from attacks, the answer should be, “Yes.”

2 Can we extend our on-premise security policy to the public cloud? It’s important to start with an acknowledgement 
of the value of having an overarching security policy to handle infrastructure, applications and data. If you have 
this in place for your on-premise environment, you need to extend it to your public cloud connections. If you don’t 
have a common security platform, you should get one in place – quickly.

3 Can we enable DevOps teams and application owners to move at “cloud speed” with security? Chances are your 
organization’s first foray into the public cloud was made to support DevOps and other tactical business 
requirements. If so, what these teams care deeply about – as should you – is agility and speed. It’s about being 
able to turn on a dime and use the public cloud to test new functionality or build an inexpensive sandbox to 
demo new services. But if the cloud isn’t secure, those business groups won’t risk endangering their assets, thus 
negating the potential benefits of migrating workloads to the public cloud.


